USER GUIDE - BYOD Wi-Fi Network Certificate Installation V1.5

Abbey Gate College
BYOD Wi-Fi Network

Certificate Installation

To configure uninterrupted access to the Abbey Gate College’s BYOD Wi-Fi network, a security
certificate must first be installed on your device. This document explains how to do this on various
platforms and devices.

Page 2: Internet Explorer & Google Chrome (Windows 7 /8 /8.1/10)

Page 3: Firefox (Windows 7 /8 /8.1 /10 / Mac OS X)

Page 4: iOS (iPhone / iPad / iPod Touch)

Page 6: Android (Marshmallow & above)

Page 7: OS X

Page 8: Chromebooks

**These instructions assume your device has already signed into AbbeyGateBYOD Wi-Fi as per
Step 1 on the VLE**
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Internet Explorer & Google Chrome (Windows 7 / 8 / 8.1/ 10)

From your Windows device download the certificate by clicking on this link

Browse to the file download and double-click it

Click Open

Click Install Certificate

Certificata )]
General | Details | Certification Path

-] Certificate Information

This certificate is intended for the following purpose(s):
# all izmuance polces
» &l application pelicies

Issued to:  abbeygatecoliege-root-ca

Issued by: abbeygateccllegeroot-ca

Vahd from 21/ 03/ 2017 to 21/ 03] 2067

Learm more about Exrificatss

[ o

Select Place all certificates in the following

store and click Browse

Certificate Import Wizard ]
S —

(Windows 10 Users choose Local Machine)
Click Next

Certificate Import Wizard ﬂ
e —

Welcome to the Certificate Import
Wizard

| This wizard helps you copy certificates, certificate trust
/ lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

[(omeee |

(@) Place all certificates in the following store

Certificate store:

Learn more about certificate stores

[ < Back ][ Mext = ][ Cancel

Select Trusted Root Certification
Authorities and click OK

)

Select Certificate Store

Select the certificate store you want to use.

|| Personal

Bl Trusted Root Certification Authorities |
| Enterprise Trust
~| Intermediate Certification Autharities

| Active Directory User Object

|_Trusted Puhlizhers
[Tl] | »

lamm | »

[ show physical stores

[ Ok ] [ Cancel

Click Next and OK and OK to the security warning — you should receive the import success notification.

This completes the certificate install on Windows based workstations

*Windows 7 pictured


http://www.abbeygatecollege.co.uk/AGC_Root_CA_256.cer
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Firefox (Windows 7 / 8 / 8.1 / 10 / Mac OS X)

From your device download the certificate by clicking on this link. Open Firefox and click on Menu
and click Options /Preferences (Mac OS X)

Choose Advanced > Certificates > View Certificates

Advanced
General Data Choices Network Update
Requests

When a server requests my personal certificate:
Select one automatically

® Ask me every time

c) Sync

v | Query OCSP responder servers to confirm the current validity of certificates

Security Devices

Choose Import and browse to the file downloaded in the previous step and choose Open

8, Advanced

E=3

The following box will appear, choose Trust this CA to identify web sites and choose OK

Downloading Certificate. TR o

You have been asked to trust a new Certificate Authority (CA).

Do you want te trust “abbeygatecollege-root-ca” for the following purposest

7| Trustthis CA to identify web sites

[T] Trust this CA to identify email users.

[7] Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its cerbificate and s pelicy and
procedures (if available),

Wiewr Exarmine CA certificate

o> [

Click OK to close Certificate Manager

This completes the certificate install for Firefox

*Firefox version 52.0.2 (Windows) pictured
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iOS (iPhone / iPad / iPod Touch)

From your iOS device download the certificate by clicking on this link
Click Allow to the message

A prompt will appear displaying Profile Downloaded click Close

Go to Settings > General > Profile

Click on the downloaded profile

£ General Profile

DOWNLOADED PROFILE

abbeygatecollege-root-ca

Click Install enter your passcode if prompted

Cancel Install Profile
abbeygatecollege-root-ca

Signed by abbeygatecollege-root-ca
Not Verified

Contains Certificate

More Details

Remove Downloaded Profile

Click Install and Install

@ safari escoo = 10:34 O 35% 0 >
Cancel Warning Install
UNMANAGED ROOT CERTIFICATE

Installing the certificate “abbeygatecollege-
root-ca” will add it to the list of trusted
certificates on your iPhone. This certificate
will not be trusted for websites until you
enable it in Certificate Trust Settings.

UNVERIFIED PROFILE

The authenticity of “abbeygatecollege-root-
ca” cannot be verified.
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Click Done

{ Profiles  Profile Installed Done

abbeygatecollege-root-ca

Signed by abbeygatecollege-root-ca
Verified v

Contains Certificate

More Details

On the latest iOS we now need to enable the certificate.

Go to Settings > General > About

£ Settings General

Software Update

AirDrop
Handoff

CarPlay

Accessibility

Scroll down to the very bottom and choose Certificate Trust Settings

Enable the Root Certificate here, click Continue to the Root Certificate warning

{ About Certificate Trust Settings

Trust Store Version 2018040200

EMABLE FULL TRUST FOR ROOT CERTIFICATES

abbeygatecollege-root-ca 0

Close Settings to finish

This completes the certificate install on iOS devices

*i0S 12.3.1 pictured
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Android

***To install a certificate on Android you will need a PIN/Swipe lock setup on your device, please
consult your device documentation for more information***

From your Android device download the certificate by clicking on this link

Download the certificate and swipe down from the home screen and click on AGC_Root_CA_256.cer

10:45 Tue, 4 april 'ﬁ' S

= Q0 s 3

Screen

. Bluetooth
rotation -

Wi-Fi Location Vibrate

HL —— 5 8

Q. 5 Finder & Quick connect

o AGC_Root_CA_256.cer
Download complete

Give the certificate a suitable name e.g. College Wi-Fi and click OK

Name the certificate

Certificate name:

Credential use:

VPN and apps

The package contains:
one CA certificate

CANCEL

This completes the certificate install on Android devices

*Android 6.0 Marshmallow pictured
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0S X
From your OS X device download the certificate by clicking on this link

Open Finder > Downloads and double click the certificate this will open Keychain Access.

Within Keychain Access, double click the abbeygatecollege-root-ca certificate

— abbeygatecollege-root-ca
(Certifocate . .
- Root certificate authority
- Expires: Thursday, 31 March 2067 at 12:35:38 British Summer Time
€ This root certificate is not trusted
MName Kind Date Modified Expires Keychain

{5 ".abbeygatecollege.co.uk certificate - 23 Jan 2018, 13:53:00 login

@ 172.16.0.62 (phil.rowlands) Internet password 2 Apr 2017, 12:39: 11 -- login

'%' <key: public key == == lagin

'f;" <key> private key - - legin

abbeygatecollege-root-ca certificate 31 Mar 2067, 12:35:38

Expand Trust (if not already) and select Always Trust from the drop down menu.

Click Close (you may be prompted for your MacBook password to complete this step)

| JON | abbeygatecollege-root-ca
- abbeygatecollege-root-ca
Certifonte ” .
- Root certificate authority
- Expires: Thursday, 31 March 2067 at 12:35:38 British Summer Time
€ This root certificate is not trusted
¥ Trust

When using this certificate: = Always Trust

©
-

Secure Sockets Layer (S5L) | Always Trust
Secure Mail (S/MIME) | Always Trust
Extensible Authentication (EAP) | Always Trust
IP Security {IPsec) | Always Trust

Code Signing | Always Trust

Time Stamping | Always Trust

alofofelolo]o

X.509 Basic Policy | Always Trust

¥ Details

Domain Component local
Domain Component abbeygatecollege
Common Mame abbeygatecollege-roct-ca

This completes the certificate install on OS X devices
*macOS Sierra pictured
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Chromebooks

From your Chromebook device download the certificate by clicking on this link

Launch Google Chrome and in the address bar type in chrome://settings/certificates

£ Settings * +

< C & chrome | chrome:/settings/certificates

Click the Authorities tab and then click IMPORT

<« Manage certificates

Your certificates Servers Authorities Others

¥ou have certificates on file that identify these certificate authorities

From the Select a file to open page change the option in the bottom left to All files

Basebd-encoded ASCII, single certificate
Base6d-encoded ASCII, certificate chain
DER-encoded hinary, single certificate
PKCS #7, single certificate

PK.CS #7, certificate chain

All files
Basebd-encoded ASCII, single certificate =

and browse to where the certificate was downloaded to in the first step, click on it and click Open

My files > Downloads

Mame
Recent

~ [ myfiles B AGC_Root_CA_256.cer

¥ Downloads

Please continue onto Page 9
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Chromebooks Continued...

This will bring up the Certificate authority options, click the top two boxes and click OK

Certificate authority

The certificate "abbeygatecollege-root-ca” represents a Certification Authority
Trust settings

Trust this certificate for identifying websites

Trust this certificate for identifying email users

[] Trustthis ceriificate for identifying software makers

To confirm installation, you should see the certificate listed here

You have certificates on file that identify these certificate authorities IMPORT

@l}eyg atecolleg e-rou_t—D v

Close Google Chrome to complete the installation.

This completes the certificate install on Chromebooks

*Chromebook OS version 69.0.347 pictured
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